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[bookmark: _Toc16777590][bookmark: _Toc143760930][bookmark: _Toc164255776]Introduction and Purpose 
The EU General Data Protection Regulation (GDPR) was enacted on 24 May 2016 and came into direct legal effect in all EU member states, including Ireland, on 25 May 2018. 
Under GDPR, personal data is defined as “any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person”.  
Everyone has rights with regard to how their personal data is handled. An Coimisiún Toghcháin recognises the need to treat this data in an appropriate and lawful manner.  An Coimisiún is committed to complying with its obligations in this regard and in respect of all personal data.  
[bookmark: _Toc16777592]The purpose of this policy is to define how An Coimisiún will collect, manage and process personal data.  Adhering to this policy will help ensure that the “rights and freedoms” of natural persons are protected and to ensure that personal data is processed in a manner that is compliant with GDPR and so that An Coimisiún can demonstrate this compliance.
[bookmark: _Toc143760932][bookmark: _Toc164255777]Scope
This policy applies to all employees of An Coimisiún Toghcháin (“An Coimisiún”). All members of staff are required to familiarise themselves with and follow the procedures set out in this policy. 
If an employee considers that the policy has not been followed in respect of personal data about themselves or others, they should raise the matter with their manager as soon as possible.
[bookmark: _Toc143760934][bookmark: _Toc164255778]Personal Data Protection Principles under GDPR
Article 5 of the GDPR outlines the seven key guiding principles for the processing of personal data:
[bookmark: _Toc143760935][bookmark: _Toc164255779]Lawfulness, fairness and transparency
Article 5(1)(a) Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the data subject.
Under this article, An Coimisiún is required to provide information to individuals in relation to the processing of their personal data in a concise, transparent and intelligible manner, which is easily accessible, distinct from other undertakings between An Coimisiún and the data subject, using clear and plain language.
Transparency is best achieved by keeping individuals informed and this should be done before their data is collected and where any subsequent changes are made. It is important to remember that data is not always collected directly from individuals but may be derived from other data sets. The GDPR has a mandatory list of the information which must be given to individuals where data is obtained directly from them but also where it is obtained indirectly (see Articles 13 and 14).
[bookmark: _Toc143760936][bookmark: _Toc164255780]Purpose limitation
Article 5(1)(b) Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes.
Processing personal data is only permissible to the extent that it is compliant with the original purpose for which the data was collected. Processing “for another purpose” at a later stage requires further legal permission or consent. The only exception to this requirement is where the “other purpose” is “compatible” with the original purpose. Consideration should be given to links with the original purpose, the context in which the personal data has been collected, the nature of the personal data, the possible consequences of the intended further processing for data subjects or the existence of appropriate safeguards.
[bookmark: _Toc143760937][bookmark: _Toc164255781]Data minimisation
Article 5(1)(c) Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.
An Coimisiún shall ensure that only personal data which is necessary for each specific purpose is processed, in terms of the amount of personal data collected, the extent of the processing, the period of storage and accessibility. This links back to the purpose limitation principle. An Coimisiún must ensure that it collects enough data to achieve the relevant purpose, but not more than needed.
[bookmark: _Toc143760938][bookmark: _Toc164255782]Accuracy
Article 5(1)(d) Personal data shall be accurate and, where necessary, kept up to date.
Inaccurate or outdated data should be deleted or amended and An Coimisiún is required to take "every reasonable step" to comply with this principle.
[bookmark: _Toc143760939][bookmark: _Toc164255783]Storage limitation
Article 5(1)(e) Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed.
Once An Coimisiún no longer needs the personal data for the purpose for which it was collected, it should delete it, unless there are other grounds for retaining it.  This means there should be a regular review process in place, with methodical cleansing of databases and hard copy files as appropriate.
[bookmark: _Toc143760940][bookmark: _Toc164255784]Integrity and confidentiality
Article 5(1)(f) Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
Personal data must be protected against unauthorised access, using appropriate organisational and technical measures and this goes to the heart of protecting the privacy of individuals. An Coimisiún needs to assess risk, implement appropriate security for the data concerned and, crucially, check on a regular basis that it is up to date and working effectively. There are strict breach reporting provisions in the GDPR and all staff members should be aware that data breaches can lead to reputational damage and fines.  
[bookmark: _Toc143760941][bookmark: _Toc164255785]Accountability
Article 5(2) The controller shall be responsible for, and be able to demonstrate compliance with, the GDPR.
An Coimisiún must at all times be fair, transparent and processing personal data lawfully.  An Coimisiún should be responsible in its actions relating to the processing of personal data, take ownership of what it does and demonstrate evidence of all decisions made in the context of personal data processing.
[bookmark: _Toc164255786]Lawfulness of Processing
An Coimisiún must have a valid lawful basis in order to process personal data and there are six available lawful bases set out in Article 6 of the GDPR. No single basis is better or more important than the others – which basis is most appropriate to use will depend on the purpose for which the data will be used and the relationship with the individual concerned.
The lawful basis must be determined before processing begins.  If the purposes for which information is being processed changes, it may be possible to continue processing under the original lawful basis if the new purpose is compatible with the initial purpose (unless the original lawful basis was consent).  The GDPR now places greater emphasis on being accountable and transparent in relation to the lawful basis for processing.
The following are the lawful bases for processing as, set out in Article 6 of the GDPR. At least one of these must apply whenever An Coimisiún wants to process personal data:
i) Consent - The data subject has given consent to the processing of his or her personal data for one or more specific purposes
ii) Contract - Processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract
iii) Legal obligation - Processing is necessary for compliance with a legal obligation to which the controller is subject
iv) Vital interests - Processing is necessary in order to protect the vital interests of the data subject or of another natural person
v) Public task - Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller
vi) Legitimate interests - Processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.  Note that the ‘legitimate interests’ basis shall not apply to processing carried out by public authorities in the performance of their tasks / public functions.
[bookmark: _Toc164255787]Consent
Article 7 of the GDPR sets outs the conditions which must be met for consent to apply.  The GDPR sets a high standard for consent and very careful consideration must be given to its use. Consent means offering individuals real choice and control. Genuine consent should put individuals in charge, build trust and engagement.  Consent practices and existing consents should be checked and refreshed if they do not meet the GDPR standard.

When consent is being sought, the following should be observed:
· Consent requires a positive opt-in.  Pre-ticked opt-in boxes are specifically not allowed by the GDPR;
· Explicit consent requires a very clear and specific statement of consent. Consent requests should be separate from any other terms and conditions;
· Be specific and ‘granular’ so that separate consent is obtained for separate things. Vague or blanket consent is not enough;
· Be clear and concise;
· Name any third party controllers who will rely on the consent;
· Make it easy for people to withdraw consent and tell them how;
· Keep evidence of consent – who, when, how, and what individuals were told;
· Keep consent under review, and refresh it if anything changes;
· Avoid making consent to processing a precondition of a service; and
· Care must be taken to show that consent is freely given and An Coimisiún should avoid over-reliance on consent.

In summary, consent is one lawful basis for processing, but there are alternatives. Consent is not inherently better or more important than these alternatives.  If An Coimisiún is to use consent, it should be consistent with the above.
[bookmark: _Toc164255788]Key roles under GDPR
 This part of the policy outlines the key roles in terms of GDPR and compliance with GDPR.
[bookmark: _Toc164255789]Data Controller
An Coimisiún is a Data Controller, which is the natural person or legal entity that determines the purposes and means of the processing of personal data (e.g. when processing an employee’s personal data, the employer is considered to be the controller). The key responsibility of a controller is to be accountable, i.e. to take actions in line with GDPR, and to be able to demonstrate compliance with the GDPR to data subjects and the Supervisory Authority, as and when required.
[bookmark: _Toc164255790]Data Processor
An Coimisiún may also be a Data Processor in certain circumstances, which means that it is a natural person or legal entity that processes personal data on behalf of a controller.  
The key responsibility of the processor is to ensure that conditions specified in the Data Processing Agreement signed with a Data Controller are always met, and that the related obligations stated in the GDPR are complied with.
[bookmark: _Toc164255791]Data Protection Officer
The Data Protection Officer (DPO) is a role required by Article 37 of the GDPR. Helen Codd is the DPO for An Coimisiún. 

The GDPR is explicit about the tasks that DPOs are required to perform, which include the following:
· Inform and advise An Coimisiún and its employees of their data protection obligations under the GDPR;
· Monitor An Coimisiún’s compliance with the GDPR and internal data protection policies and procedures. This will include monitoring the assignment of responsibilities, awareness training, and training of staff involved in processing operations and related audits;
· Advise on the necessity of data protection impact assessments (DPIAs), the manner of their implementation and outcomes;
· Serve as the contact point to the data protection authorities for all data protection issues, including data breach reporting; and
· Serve as the contact point for individuals (data subjects) on privacy matters, including subject access requests. 

The key responsibility of the DPO is to monitor compliance with the GDPR, to raise awareness in relation to data protection issues and policies and advise the Senior Management Team and staff on the correct measures to take.

The DPO has direct access to the Chief Executive and the Senior Management Team for GDPR reporting purposes.

[bookmark: _Toc164255792]Supervisory Authority
The Supervisory Authority, as it applies to An Coimisiún, is the Data Protection Commission (DPC).  The key role of the DPC is to advise An Coimisiún about GDPR, conduct audits on compliance with GDPR, address complaints from data subjects, and potentially issue fines or suspend processing if An Coimisiún is judged not to be complying with the GDPR.
[bookmark: _Toc164255793]Staff of An Coimisiún
All staff must make themselves aware of the key legal concepts and rules of the GDPR.  As part of the annual assurance process (the Internal Control Questionnaire), Heads of each Unit (Principal Officers) will be required to confirm that they and their staff are aware of this Policy and the key legal concepts and rules.
It is incumbent on each member of staff within An Coimisiún to discharge his or her duties in compliance with the law.  Any staff requiring in-depth data protection training should arrange this through the normal channels, via their PMDS and line managers, in conjunction with the HR Unit.
[bookmark: _Toc164255794]Data Subject
The Data Subject is an identified or identifiable natural person.  An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.  The whole purpose of GDPR, and of this policy, is to ensure that the rights of Data Subjects are provided for and upheld.  These rights are outlined in the following sections.
[bookmark: _Toc164255795]Rights of Individuals whose data is collected
Data protection is a right set out in Article 8 of the EU Charter of Fundamental Rights:
· Everyone has the right to the protection of personal data concerning him or her;
· Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law;
· Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified; and
· Compliance with these rules shall be subject to control by an independent authority.

The GDPR is designed to give individuals more control over their personal data. Where personal data is collected from individuals, An Coimisiún must provide those individuals with the following information (this can be communicated by way of reference to An Coimisiún’s privacy notice): 
· Identity and contact details of the data controller:
· Contact details of the Data Protection Officer; 
· Purpose(s) of the processing and the lawful basis for the processing; 
· Where processing is based on the legitimate interests of the controller or a third party, the legitimate interests of the controller; 
· Any other recipient(s) of the personal data; 
· Where applicable, details of any intended transfers to a third country (non-EU member state) or international organisation and details of adequacy decisions and safeguards; 
· The retention period or, if that is not possible, the criteria used to determine the retention
· period; 
· The existence of the following rights:
· Right of information (Article 13 and 14 of the GDPR)
· Right of access (Article 15 of the GDPR)
· Right to rectification (Articles 16 and 19 of the GDPR)
· Right to erasure (Articles 17 and 19 of the GDPR)
· Right to restrict processing (Article 18 of the GDPR)
· Right to data portability (Article 20 of the GDPR)
· Right to object (Article 21 of the GDPR)
· Rights in relation to automated decision making, including profiling (Article 22 of the GDPR)

· Where processing is based on consent, the right to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal; 
· The right to lodge a complaint with a supervisory authority; 
· Whether the provision of personal data is a statutory or contractual requirement and the possible consequences of failing to provide the personal data; and
· The existence of any automated decision making processes that will be applied to the data, including profiling, and meaningful information about how decisions are made, the significance and the consequences of processing.

As a data controller, An Coimisiún can be at risk of incurring penalties or suffering reputational damage if any of these rights are found to have been breached.
[bookmark: _Toc164255796]The right to be informed
The right to be informed is connected to some of the key transparency requirements of the GDPR. It is about providing people with clear and concise information about what we do with their personal data.
Articles 13 and 14 of the GDPR specify what individuals have the right to be informed about.
[bookmark: _Toc164255797]The right of access
Under Article 13 of the GDPR, data subjects are entitled to obtain from An Coimisiún, the data controller, confirmation as to whether or not personal data concerning them is being processed, where and for what purpose.
[bookmark: _Toc164255798]The right to erasure
This is also known as the ‘right to be forgotten’ (Articles 17 and 19 GDPR). An individual has the right to have their data erased, without undue delay, by An Coimisiún, if one of the following grounds applies:

· The personal data is no longer necessary in relation to the purpose for which it was collected or processed; 
· The individual withdraws their consent to the processing and there is no other lawful basis for processing the data; 
· The individual objects to the processing and there is no overriding legitimate ground for continuing the processing; 
· The individual objects to the processing and their personal data is being processed for direct marketing purposes; 
· The personal data has been unlawfully processed; 
· The personal data has to be erased in order to comply with a legal obligation; or
· The personal data has been collected in relation to the offer of information society services to a child.

The obligation to erase the data does not apply if processing is necessary for certain limited reasons, as set out in Article 17(3) of the GDPR.

[bookmark: _Toc164255799]The right to restrict processing
Under Article 18 of the GDPR, individuals have a limited right of restriction of processing of their personal data by An Coimisiún.  Where processing of an individual’s data is restricted, it can be stored by An Coimisiún, but most other processing actions, such as deletion, will require their permission.

[bookmark: _Toc164255800]The right to portability
Under Article 20 of the GDPR, in some circumstances, an individual may be entitled to obtain their personal data from An Coimisiún in a format that makes it easier to reuse their information in another context, and to transmit this data to another data controller of their choosing without hindrance. This is referred to as the right to data portability.

[bookmark: _Toc164255801]The right to object
Under Article 21 of the GDPR, an individual has the right to object to certain types of processing of their personal data, where this processing is carried out in connection with tasks in the public interest, or under official authority, or in the legitimate interests of others. The individual has a stronger right to object to processing of their personal data where the processing relates to direct marketing. Where a data controller is using personal data for the purpose of marketing something directly to an individual or profiling them for direct marketing purposes, they can object at any time, and the data controller must stop processing as soon as they receive the objection. An individual may also object to processing of their personal data for research purposes, unless the processing is necessary for the performance of a task carried out in the public interest.

[bookmark: _Toc164255802]Rights in relation to automated decision making and profiling
Under Article 22 of the GDPR, individuals have the right not to be subject to a decision based solely on automated processing. Processing is “automated” where it is carried out without human intervention and where it produces legal effects or significantly affects the individual.

[bookmark: _Toc164255803]Data Protection – Privacy by Design and Privacy by Default
[bookmark: _Toc164255804]Article 25 
Under Article 25 of the GDPR, An Coimisiún has a general obligation to implement technical and organisational measures to show that it has considered and integrated data protection into processing activities.  This means that An Coimisiún must embed security measures into its systems at the outset, rather than applying features retroactively.  This should be applied whenever An Coimisiún:
· Builds a new IT system for storing or accessing personal data;
· Develops policies or procedures that have privacy implications: or
· Uses data for new purposes. 

[bookmark: _Toc164255805]Privacy by Design 
Privacy by Design is an approach to projects that promotes privacy and data protection compliance from the start.  In practice, this means that any area of An Coimisiún that processes personal data, must ensure that privacy, and consideration of the principles as set out in Article 5 of the GDPR, is built in to a system during the whole life cycle of the system or process.

[bookmark: _Toc164255806]Privacy by Default
Privacy by Default means that An Coimisiún must apply the strictest privacy setting to any service it provides from the outset of when that service is made available.  An Coimisiún should ensure that personal data is processed with the highest privacy protection so that, by default, personal data is not made accessible to an indefinite number of people. 
[bookmark: _Toc164255807]Record of Processing Activities
Article 30 of the GDPR contains explicit provisions that require the compilation and maintenance of an internal processing log, referred to as the Record of Processing Activities (RoPA). Documenting this information supports the principle of accountability and helps to demonstrate compliance with the GDPR in relation to the processing of personal data. Article 30 sets out the different types of information that An Coimisiún needs to document, including the purposes of processing, categories of personal data and recipients of personal data.

Both data controllers and data processors have their own documentation obligations, but data controllers need to maintain more extensive records.

[bookmark: _Toc164255808]Record of Processing as it applies to An Coimisiún as a Data Controller
As a Data Controller, An Coimisiún has to document, for the personal data it processes, the following:
· An Coimisiún’s name and contact details;
· The name and contact details of the Data Protection Officer;
· If applicable, the name and contact details of any joint controllers – any other organisations that decide jointly with An Coimisiún why and how personal data is processed;
· The purposes of the processing – why An Coimisiún uses personal data;
· The categories of individuals – the different types of people whose personal data is processed, e.g. employees, members of the public, members of political parties or any other categories;
· The categories of personal data An Coimisiún processes – the different types of information An Coimisiún processes about people, e.g. contact details, financial information, or any other categories;
· The categories of recipients of personal data – anyone An Coimisiún shares personal data with, for example other Government Departments or public bodies;
· Where possible, the retention schedules for the different categories of personal data – how long An Coimisiún will keep the data for; and 
· If possible, a general description of An Coimisiún’s technical and organisational security measures – the safeguards for protecting personal data, for example, encryption, access controls, training. 
 
[bookmark: _Toc164255809]Record of Processing as it applies to An Coimisiún as a Data Processor
As a Data Processor, An Coimisiún has to document, for the personal data it processes, the following:
· An Coimisiún’s name and contact details;
· The name and contact details of the Data Protection Officer; 
· The name and contact details of each controller on whose behalf An Coimisiún is acting – the organisation that decides why and how the personal data is processed;
· The categories of processing An Coimisiún carries out on behalf of each controller – the types of things An Coimisiún does with the personal data, e.g. payroll processing, IT services etc., and
· If possible, a general description of An Coimisiún’s technical and organisational security measures – the safeguards for protecting personal data, e.g. encryption, access controls, training.

[bookmark: _Toc164255810]How An Coimisiún documents its processing activities
An Coimisiún maintains an electronic Record of Processing Activities (RoPA) which is managed and coordinated by the DPO and updated by all sections. 

It is important that the RoPA is developed and maintained in a granular and meaningful way.  It must also include consistent entries and be self-explanatory, in the event of an inspection. Any new processing activity or additional purpose for processing personal data should be added to the RoPA as soon as the processing commences.  Any processing that no longer occurs should also be removed from the RoPA at that time. Staff should contact the DPO to let them know that a change needs to be made to the RoPA.  
[bookmark: _Toc164255811]Data Retention
Due to the variety of work of An Coimisiún and the extent of data held, as well as the legislative requirements attaching to that data, it is not possible to have a single retention period for all An Coimisiún data. 
Personal data of individuals held by An Coimisiún should be kept for no longer than is necessary and we must have a rationale for keeping it for a particular period of time (included in the RoPA, where possible). Sometimes there is a statutory obligation to keep records for a certain period of time (e.g. financial records), some records will be kept to be eventually sent to the National Archives and some will require the section themselves to determine the appropriate length of time to keep them. 
[bookmark: _Toc164255812]Data Protection Impact Assessments
A Data Protection Impact Assessment (DPIA) is a privacy-related evaluation, with the objective to identify and analyse how personal data might be affected by certain actions or activities.
Under Article 35 of the GDPR, a DPIA is mandatory where data processing “is likely to result in a high risk to the rights and freedoms of natural persons.” This is particularly relevant when a new data processing technology is being introduced.

An Coimisiún, as the Data Controller, is responsible for ensuring that a DPIA is carried out. It may be delegated to someone else, inside or outside the organisation, but An Coimisiún is ultimately accountable.
The DPIA should be driven by people with appropriate expertise and knowledge of the project in question, normally the project team.

Under the Article it is also necessary for any Data Controller with a designated DPO to seek their advice in relation to any DPIA. This advice and the decisions taken should be documented as a part of the DPIA process.

Comprehensive details about how and when to carry out a DPIA together with a Data Protection Impact Assessment template is available in An Coimisiún’s separate Data Protection Impact Assessment Policy, which is available on the G Drive.
[bookmark: _Toc164255813]Subject Access Requests
A Subject Access Request (SAR) is the right of an individual to request any personal data that is held about them.  Under Article 15 of the GDPR, An Coimisiún, as the data controller, must send the requested information within one month of receipt of the written request or, within one month of receipt of any further information that may be necessary to comply with the request.

Only in exceptional circumstances, where requests are complex or numerous, An Coimisiún is permitted to extend the deadline to three months, however, a response to the request must still be issued within one month, providing an explanation as to why the extension is necessary.

SARs should be made in writing, either by email to dataprotection@electoralcommission.ie or by post to Data Protection Officer, An Coimisiún Toghcháin, the Electoral Commission, Dublin Castle, Dublin 2. D02 X8X8.  In order to ensure consistency of process, data subjects should be encouraged to use the standard SAR application form (available in the G Drive), however, a request in other formats should be accepted if the necessary information has been provided.  

Full details on SARs and how to submit a request to An Coimisiún (including the standard SAR form and process guide) are set out in detail on the An Coimisiún’s website 
[bookmark: _Toc164255814]Personal Data Breaches
A breach of data protection rules may involve personal data that has been put at risk of unauthorised disclosure, loss, destruction or alteration.

As outlined in Article 33 of the GDPR, in the case of a personal data breach, An Coimisiún shall, without undue delay and, where feasible, not later than 72 hours after having become aware of it, notify the personal data breach to the Data Protection Commission, unless the personal data breach is unlikely to result in a risk for the rights and freedoms of individuals. The notification to the Data Protection Commission (DPC) shall be accompanied by a reasoned justification in cases where it is not made within 72 hours.

When the personal data breach is likely to result in a high risk for the rights and freedoms of individuals, the controller shall communicate the personal data breach to the data subject without undue delay. 
All data breaches, regardless of the risk level, should be notified to the DPO without undue delay and a Data Breach Notification form should also be completed and submitted to the DPO.  The DPO will provide an update to the Senior Management Team on any minor breaches of data protection rules twice a year. Serious breaches will be notified immediately. 

An Coimisiún’s separate Data Protection Breach Policy sets out in detail how An Coimisiún will deal with a personal data breach under the GDPR and is available, along with the Data Breach Notification form, in the G Drive.
[bookmark: _Toc164255815]Definitions and Resources
Key definitions used and explanations of abbreviations, acronyms, technical terms and key words or phrases, as stated in Article 4 of the General Data Protection Regulation, can be found at: https://gdpr-info.eu/art-4-gdpr/

The Data Protection Commission publishes information and guidance notes on elements of implementing the GDPR.  This information can be found on the DPC’s website at: https://www.dataprotection.ie

The European Data Protection Board, previously known as the Article 29 Working Party, is made up of representatives of Data Protection Supervisory Authorities in each EU Member State.  It also publishes news and guidance on the implementation of the GDPR which is available at: https://edpb.europa.eu .
[bookmark: _Toc164255816]Related documentation
This policy is complemented by An Coimisiún’s Data Privacy Impact Assessment Policy, Subject Access Request Policy and Breach Notification Policy.  All of these policies are available on the G Drive in the Data Protection folder and on the Governance page of our website. 
[bookmark: _Toc164255817]Evaluation and Review
This policy should be reviewed for compliance regularly by the DPO. The results must be communicated to the Senior Management Team for consideration and to inform future policy development.




















Appendix 1
Art. 13 GDPRInformation to be provided where personal data are collected from the data subject
Where personal data relating to a data subject are collected from the data subject, the controller shall, at the time when personal data are obtained, provide the data subject with all of the following information:
the identity and the contact details of the controller and, where applicable, of the controller’s representative;
the contact details of the data protection officer, where applicable;
the purposes of the processing for which the personal data are intended as well as the legal basis for the processing;
where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or by a third party;
the recipients or categories of recipients of the personal data, if any;
where applicable, the fact that the controller intends to transfer personal data to a third country or international organisation and the existence or absence of an adequacy decision by the Commission, or in the case of transfers referred to in Article 46 or 47, or the second subparagraph of Article 49(1), reference to the appropriate or suitable safeguards and the means by which to obtain a copy of them or where they have been made available.
In addition to the information referred to in paragraph 1, the controller shall, at the time when personal data are obtained, provide the data subject with the following further information necessary to ensure fair and transparent processing:
the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period;
the existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing as well as the right to data portability;
where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal;
the right to lodge a complaint with a supervisory authority;
whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible consequences of failure to provide such data;
the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.
Where the controller intends to further process the personal data for a purpose other than that for which the personal data were collected, the controller shall provide the data subject prior to that further processing with information on that other purpose and with any relevant further information as referred to in paragraph 2.
Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the information. 
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