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[bookmark: _Toc143761375][bookmark: _Toc164950345]Introduction
Article 15 of the General Data Protection Regulation (GDPR) gives data subjects (individuals) the right to request access to information which is directly or indirectly related to them (personal data) and which is being processed by Data Controllers (those who decide how and why data are processed). This right is exercised by the submission of a Data Subject Access Request and this policy outlines the steps involved when such a request is received.  
1. [bookmark: _Toc16777591][bookmark: _Toc143671252][bookmark: _Toc143761376][bookmark: _Toc164950346]Purpose
The purpose of this policy is to define the process by which Subject Access Requests (SARs) should be dealt with. The application of a consistent approach to SARs will support An Coimisiún Toghcháinin meeting its obligations under the GDPR.
2. [bookmark: _Toc21360750][bookmark: _Toc143761377][bookmark: _Toc164950347]Scope
This policy applies to all employees of An Coimisiún Toghcháin (“An Coimisiún”). 
3. [bookmark: _Toc21360751][bookmark: _Toc143761378][bookmark: _Toc164950348]Policy Statement
This policy is an essential tool in promoting a consistent approach across An Coimisiún to the processing of SARs.

[bookmark: _Toc21360752][bookmark: _Toc143761379][bookmark: _Toc164950349]3.1 What is a Subject Access Request (SAR)?
A SAR is the mechanism through which an individual can assert their right to request any personal data that An Coimisiún holds about them.  An Coimisiún, as the data controller, must send the requested information to the data subject within one month of receipt of the written request, or within one month of receipt of any further information requested and required from the data subject to comply with the request. 

In exceptional circumstances only, where requests are complex or numerous, An Coimisiún is permitted to extend the deadline to three months. An Coimisiún is still obliged in these circumstances to respond to the data subject within one month to explain why an extension is necessary. 

When making a SAR, individuals have the right to:

· Be provided with a description of the data held about them,
· Be informed of the purposes for which the data is being used, 
· Be informed of the disclosures that are made or might be made,
· Be informed of the source of the data,
· Be provided with a copy of their personal data
[bookmark: _Toc21360754][bookmark: _Toc143761380][bookmark: _Toc164950350]3.2 Refusing or imposing a charge for a SAR
Under the GDPR, An Coimisiún may have grounds in certain circumstances to refuse to grant a SAR, such as where a request is manifestly unfounded or excessive. An Coimisiún must be able to clearly demonstrate why the request meets this criteria. 

Where requests are deemed to be manifestly unfounded or excessive, in particular because they are repetitive, An Coimisiún can either charge a reasonable fee taking into account the administrative costs of providing the information or refuse to respond to the request.

Like other public bodies, An Coimisiún is entitled to charge a reasonable fee in cases where a request is manifestly unfounded, excessive or repetitive.  In such cases, this fee should be equivalent to those prescribed in the Freedom of Information (FOI) regulations.

Where An Coimisiún refuses to respond to a request, it must clearly explain to the individual the reason why this decision has been reached, while also informing them of their right to complain to the Data Protection Commission (DPC) and to a judicial remedy within one month.

The Data Protection Officer must be consulted on all such matters.

[bookmark: _Toc21360755][bookmark: _Toc143761381][bookmark: _Toc164950351]3.3 Process for handling a SAR 
This section sets out the process to be followed when handling a SAR.  

[bookmark: _Toc143761382][bookmark: _Toc164950352]3.3.1 On receipt of a SAR
SARs will preferably be received on the standard SAR form (Appendix 1). This form is available on An Coimisiún’s website and can also be provided in hard copy, on request.  It is not mandatory that the form be used and if a data subject submits a request together with sufficient evidence of their identity in another format, the SAR must be processed.  

On receipt of a SAR, An Coimisiún’s designated recipient, the Data Protection Officer (DPO) will review the request and confirm that the identification provided is sufficient and correct. 
 
[bookmark: _Toc143761383][bookmark: _Toc164950353]3.3.2 Verifying the identity of the applicant
An Coimisiún must make ‘reasonable efforts’ to ascertain the requester’s identity.  This will typically take the form of requesting photographic identification, e.g. Public Services Card, Passport, Driving Licence, etc. and proof of address (recent bill or letter from a Government Department). Where An Coimisiún has reasonable doubts concerning the identity of the person making the request, it may be necessary to request the provision of additional information to confirm the identity of the data subject.  It may also be necessary to request additional information from the data subject to help to locate any relevant personal data.

Where the SAR relates to an individual under the age of 18 years, An Coimisiún will verify the identification of the parent or guardian.

When the DPO is satisfied that the request meets all relevant criteria, the SAR is accepted and a completion date of one month from acceptance is assigned. This information is communicated to the requester by the DPO by email or by letter, if necessary. The SAR is then passed to the relevant personnel in the relevant Section(s) for action and direct response.

[bookmark: _Toc143761384][bookmark: _Toc164950354]3.3.3 Processing SARs
The DPO will manage the initial identification verification and will acknowledge the request.   

Similar to the process for responding to FOI requests, where the SAR is the sole responsibility of one Section, that Section will collate and send the response to the requester.  The DPO should be copied on all correspondence to the requester at dataprotection@electoralcommission.ie, Where a SAR spans more than one Section, responses should be sent to the DPO, who will coordinate the response.  

[bookmark: _Toc143761385][bookmark: _Toc164950355]3.3.4 Refusing a SAR, extending the time limit or charging a fee
The DPO should be consulted at the earliest opportunity if consideration is being given to the refusal of a SAR, to extending the time limit or to charging a fee.

If a decision is reached to refuse a SAR, the Section must clearly set out the reasons why the request is deemed to be manifestly unfounded or excessive and this explanation must be provided to the data subject within one month.  The data subject must also be informed of their right to complain to the DPC about this decision and of their subsequent right to a judicial remedy against a legally binding decision of the DPC.

In exceptional circumstances, where requests are complex or numerous, it may be decided to extend the period of compliance by a further two months.  If this is the case, the individual making the request must be informed within one month of receipt of the request, with an explanation as to the reason for the extension.

In cases where a large quantity of information about an individual is held, the individual can be requested to provide more specifics on the personal data sought, to narrow the search for data (Recital 63 of the GDPR). 

The GDPR does not include an exemption for requests that relate to large amounts of data, but consideration may be given as to whether the request is manifestly unfounded or excessive.

A charge of a reasonable fee, taking into account the administrative costs of providing the information, may only be applied where requests are deemed manifestly unfounded or excessive, in particular because they are repetitive.  Should the decision be taken to charge a fee, this must be communicated to the individual making the request.  In such cases, this fee should be equivalent to those prescribed in the FOI regulations.

The individual assigned to handle the SAR is responsible for taking whatever steps are necessary to identify and locate where the data is held, having particular regard to the following:

· All electronic systems and manual filing systems and any third party data processors (e.g. PeoplePoint) that may also hold relevant personal data;
· Other forms of structured data (e.g. a database) and unstructured data (e.g. emails and Word documents) across a range of electronic and paper-based filing systems.  

When all relevant personal data has been located, the responsible officer prepares a cover email or letter of reply.  The format in which copies of the personal data itself is sent will depend on the nature and volume of the data.  It could include full copies of the records, redacted copies or a separate table setting out the personal data held.  

If the request is made electronically, the reply should, unless otherwise requested by the data subject, be provided in a commonly used electronic form and information must be provided in an “intelligible and easily accessible form”, so that an individual may view and understand their data.

[bookmark: _Toc21360759][bookmark: _Toc143761386][bookmark: _Toc164950356]4. Roles and responsibilities
[bookmark: _Toc143595815][bookmark: _Toc143761387][bookmark: _Toc164950357]4.1 Policy Owner
The policy owner, in this case the DPO, is responsible for developing policies on Data Protection.

[bookmark: _Toc143595816][bookmark: _Toc143761388][bookmark: _Toc164950358]4.2 Data Protection Officer (DPO)
The DPO may identify the need for the revision of this policy and will communicate this to the Senior Management Team. The DPO shall submit any newly developed or amended policy to the Senior Management Team. The DPO has direct access to the Chief Executive and the Senior Management Team for GDPR reporting purposes, if necessary.

[bookmark: _Toc143595817][bookmark: _Toc143761389][bookmark: _Toc164950359]4.3 Senior Management Team
The Senior Management Team will review and approve any newly developed or amended policy by the DPO.  
[bookmark: _Toc143595819][bookmark: _Toc143761391][bookmark: _Toc164950360]4.4 Individual staff members
Individual staff members must adhere to this policy and are responsible for reading and complying with all policies relevant to their role.
[bookmark: _Toc143761392][bookmark: _Toc164950361]5. Definitions
A series of definitions of key data protection/GDPR terms are provided in the Data Protection Policy for An Coimisiún. 
[bookmark: _Toc143761393][bookmark: _Toc164950362]6. Implementation and Education
Training and education where required for the implementation of this internal policy will be implemented locally by the policy owner in conjunction with the L&D Unit. Training records will be maintained by the local line manager and the L&D Unit.  Where a staff member experiences difficulty in understanding or implementing this policy, they should inform their line manager immediately.  
[bookmark: _Toc21360768][bookmark: _Toc143761395][bookmark: _Toc164950363]7. Related documentation
[bookmark: _Toc21360769][bookmark: _Toc143761396][bookmark: _Toc164950364]7.1 Guidelines 
The Data Protection Commission (DPC) has produced guidelines on the rights of individuals which will assist in carrying out SARs and can be access through: DPC SARs guidelines.
[bookmark: _Toc21360771][bookmark: _Toc143761399][bookmark: _Toc164950366]7.2 Other Data Protection Policies
This policy should be read in conjunction with An Coimisiún’s overall Data Protection Policy.
[bookmark: _Toc143677055][bookmark: _Toc143761400][bookmark: _Toc164950367]9. Contacts
Any queries in relation to this policy should be directed to the DPO (dataprotection@electoralcommission.ie).

[bookmark: _Toc143677056][bookmark: _Toc143761401][bookmark: _Toc164950368]10. Evaluation and Review
This policy will be reviewed for compliance regularly by the DPO and the results must be communicated to the Senior Management Team for consideration and to inform future policy development.


[bookmark: _Toc143761402][bookmark: _Toc164950369]Appendix 1 – Subject Access Request Form

An Coimisiún Toghcháin -  Subject Access Request Form

Request for Access to Personal Data under the General Data Protection Regulation 2018.

Note:

1. Proof of identity must accompany this Subject Access Request form.
1. Where a request is manifestly unfounded, excessive, of a repetitive nature or where more than one copy is sought, a fee may apply.

	
Part 1 – Details of Data Subject (person making request)




Contact Details (in block capitals):

Full Name: __________________________________________________________________

Address: ___________________________________________________________________

__________________________________________________________________

___________________________________________________________________

Eircode: 

___________________________________________________________________

Contact Phone Number: 

___________________________________________________________________

Email Address (where applicable): 

___________________________________________________________________

	
Part 2 – Details of Request



Please outline details of the data sought.

______________________________________________________________________________________________________________________________________
______________________________________________________________________________________________________________________________________
_________________________________________________________________________________________________________________________________________________________________________________________________________
_________________________________________________________________________________________________________________________________________________________________________________________________________
_________________________________________________________________________________________________________________________________________________________________________________________________________


Please indicate the period of time for which the data is being sought.

_________________________________________________________________________________________________________________________________________________________________________________________________________


To assist in locating the data requested, please include details of your interactions with An Coimisiún Toghcháin in the past (e.g. please state the area(s) you have corresponded with/the types of applications you may have made and so on.)

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
______________________________________________________________________________________________________________________________________


Please provide any reference numbers relating to your contact with An Coimisiún.

_________________________________________________________________________________________________________________________________________________________________________________________________________

	
Part 3 – Verification of Identity




In order for us to verify your identity, please provide the following information:

1. a copy of photographic ID (Public services card/passport/drivers licence) and 
1. a copy of a recent utility bill or Government letter.
	


Part 4: Form of Communication 

I request you to forward all correspondence in relation to this request by: 
Please tick as appropriate 


Postal Address provided above   


Email Address provided above


Part 5 - Declaration

	



I declare that all the details I have provided in this form are true and complete to the best of my knowledge.


Signature of Requester 	_____________________________________


Date 				_____________________________________

Please return the completed form by email to: dataprotection@electoralcommission.ie

Or by post to: 

Data Protection Officer
An Coimisiún Toghcháin
Dublin Castle, 
Dublin 2.
D02 X8X8

Further information is provided by the Data Protection Commission (DPC) on its website: www.dataprotection.ie. The DPC can be contacted by telephone on 1890 252231 or by email on info@dataprotection.ie.


CHECKLIST

	1.
	Subject Access Request form completed in full
	YES/NO

	2.
	Declaration of form signed and data
	YES/NO

	3.
	Photographic ID included
	YES/NO

	4.
	Copy of recent utility bill/Government letter included
	YES/NO












Subject Access Request Form
Privacy Notice
1. The Data Protection Officer in An Coimisiún Toghcháin collects the data you provide in this form.  The data controller for the information you provide is An Coimisiún Toghcháin.   The data controller’s contact details are:

Data Protection Officer
An Coimisiún Toghcháin
Dublin Castle, 
Dublin 2.
D02 X8X8
Email – dataprotection@electoralcommission.ie 

2. We may use the personal data you provide in this form for the purpose of responding to your subject access request.
3. Our legal basis for collecting and processing this data is the 2016/679 General Data Protection Regulation (GDPR).  
4. The personal data provided here will be stored securely on An Coimisiún’s servers.
5. The contact for any queries in relation to this form is the Data Protection Officer at dataprotection@electoralcommission.ie
6. This data will be retained in accordance with our data retention obligations. 
7. You have the right to rectify any inaccuracies in your data.  To do this you should write to the Data Protection Officer at the address listed at 1 above documenting the inaccuracies which need to be rectified.
8. You have the right, where appropriate, to obtain erasure of your data and/or a restriction on processing of your data as well as the right to object to the processing of your data.  In addition, you have the right to lodge a complaint with the Data Protection Commission.  Further details in relation to your data protection rights can be found in An Coimisiún Toghcháin’s Data Protection Privacy Notice available at on An Coimisiún’s website www.electoralcommission.ie . 
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